Ellergreen Nursery School and Childcare Centre Online Policy 2025

Online Policy for Ellergreen Nursery School and Childcare Centre

This document is the Online Policy for Ellergreen Nursery School and Childcare Centre. It sets out the principles, procedures, and responsibilities for ensuring the safe and responsible use of technology within our school community, in line with statutory requirements and best practice guidance.

Review Cycle

The policy will be reviewed at least annually, and additionally following any safeguarding incidents, changes in statutory guidance, or significant technological developments. Interim reviews may be conducted as necessary, with input from the safeguarding team, IT providers LGfl and Curveball, and the governing board. 

Approval

This policy is subject to approval by the governing board of Ellergreen Nursery School and Childcare Centre, following recommendation by the Headteacher and DSL
Purpose of the Policy

The purpose of this policy is to safeguard all children, staff, and members of the school community from online harm, including exposure to inappropriate content, cyberbullying, online exploitation, and radicalisation. It aims to promote the safe, responsible, and developmentally appropriate use of technology in all aspects of school life, ensuring compliance with statutory requirements including Keeping Children Safe in Education (KCSIE), the Early Years Foundation Stage (EYFS), the Data Protection Act 2018, UK GDPR, and the Prevent Duty. This policy also seeks to foster a culture of digital literacy, resilience, and respect.
This policy applies to all members of the Ellergreen Nursery School and Childcare Centre community, including children, staff (permanent, temporary, supply, volunteers, and contractors), governors, parents/carers, visitors, and IT providers (Curveball and LGfl). It covers all settings and activities where school technology is used, including classrooms, communal areas, outdoor learning environments, and off-site where school devices are present. The policy applies to all digital technologies and platforms provided or accessed by Ellergreen Nursery School and Childcare Centre, including but not limited to iPads, interactive screens, staff laptops, learning platforms, cloud-based systems, and approved artificial intelligence (AI) tools currently Microsoft Copilot. Any future technologies introduced into the school will also fall within the scope of this policy.



Legal and Statutory Framework

This policy is underpinned by a robust legal and statutory framework. The key legislation and guidance include:

· Keeping Children Safe in Education (KCSIE) 2025: Sets out statutory safeguarding duties, including online safety, filtering, and monitoring requirements.

· Early Years Foundation Stage (EYFS) Statutory Framework 2024: Establishes safeguarding and welfare standards for early years providers, including expectations for technology use.

· DfE Filtering and Monitoring Standards (2024): Mandates minimum technical controls and regular review cycles for filtering and monitoring online activity.

· Data Protection Act 2018 and UK GDPR: Governs the secure handling and processing of personal and sensitive data.

· Prevent Duty (Counter-Terrorism and Security Act 2015): Requires schools to prevent children from being drawn into terrorism, including online radicalisation.

· Children Act 1989 & 2004: Places a duty on schools to safeguard and promote the welfare of children.



Roles and Responsibilities

Governing Board and Headteacher

The governing board holds strategic responsibility for ensuring that online safety is embedded within the school’s safeguarding framework. Governors must approve and monitor the implementation of this policy, ensuring that statutory duties are met and that resources are allocated for effective online safety provision. Jane Rogers (Headteacher) is responsible for operational leadership, ensuring that all staff understand and fulfil their responsibilities, and that the school’s culture prioritises the safety and wellbeing of all children in relation to technology.

Staff Responsibilities
The DSL and deputy DSLs have lead responsibility for online safety, including policy development, incident management, and oversight of filtering and monitoring systems. The DSL team ensures that all concerns are logged, investigated, and escalated as appropriate, maintaining records and liaising with external agencies such as the Local Authority, police, or the Information Commissioner’s Office (ICO) where necessary. The DSL is also responsible for coordinating staff training, reviewing the effectiveness of online safety measures, and reporting to the governing board.
Designated Safeguarding Lead (DSL) Team

Headteacher & DSL – Jane Rogers: Strategic safeguarding leadership.

Senior DSL (School) – Kerry Feeney: Operational lead, filtering checks, monitoring, AI oversight.

Senior DSL (School) – Sue Lyon: Supports online safety and incident response.

Deputy DSL (School) – Charlotte Donegan: Classroom-level safeguarding & online safety.

Deputy DSL (Childcare) – Ellie Graham: Childcare safeguarding and online safety.

LGfl Manages filtering, monitoring, security and infrastructure.
Staff (Including Volunteers and Contractors)

All staff, including volunteers and contractors, are expected to model safe and responsible use of technology, supervise children’s access to digital devices, and follow the school’s Acceptable Use Agreements (AUA). Staff must be vigilant for signs of online harm, report concerns promptly to the DSL team, and participate in regular training on online safety, data protection, and cyber security. Staff are only permitted to use school-provided devices for work purposes and must not use personal devices for school business or to access school systems.

LGfl and Curveball
External IT providers and technical support staff are responsible for implementing and maintaining robust filtering, monitoring, and security systems in line with DfE standards. They must ensure that all devices are protected by up-to-date firewalls, anti-virus software, secure Wi-Fi, and access controls. IT providers are required to support regular audits, provide technical advice to the DSL and Headteacher, and respond promptly to any identified vulnerabilities or incidents.

Parents and Carers

Parents and carers play a vital role in supporting the school’s online safety ethos. They are expected to reinforce the school’s online safety rules at home, supervise their children’s use of technology, and engage with school guidance, Famly posts and workshops. Parents must not share images or information about other children online and must respect the school’s mobile phone policy when on school / Childcare Centre premises. The school will provide regular updates and resources to help parents keep their children safe online.

Children

Children are taught simple, age-appropriate rules for safe online behaviour. They are expected to follow these rules, use technology respectfully and responsibly, and tell a trusted adult if they see or experience anything online that makes them feel uncomfortable or unsafe. 


Safe and Appropriate Use of Technology

Devices and Platforms Covered

Ellergreen Nursery School and Childcare Centre provides a range of digital technologies to support teaching, learning, and administration. These include iPads, interactive screens, staff laptops, learning platforms, cloud-based systems, and approved AI tools which is Microsoft Copilot. All devices are configured and maintained to meet DfE filtering and monitoring standards. Any new technologies introduced will be subject to risk assessment and incorporated into this policy.

Acceptable Use Agreements (AUA)

All staff are required to sign Acceptable Use Agreements, which set out clear expectations for safe and responsible use of school technology. These agreements are reviewed annually and whenever significant changes occur. 

Supervision 

Children’s use of technology is always supervised by a responsible adult. Devices are positioned so that screens are visible to adults, and children are never left alone with internet-enabled devices.

Mobile Phone and Personal Device Policy

Staff, parents, and visitors are not permitted to use mobile phones or personal devices in learning areas or where children are present. Staff must store personal phones securely and only use them in designated areas during lunchtime. Children are not allowed to bring personal devices to school. Any breach of this policy will be addressed in line with the school’s disciplinary procedures.



Online Safety Education and Curriculum 

Embedding Online Safety in the Curriculum

Online safety is a core element of Ellergreen Nursery school and Childcare Centres curriculum, particularly within Personal, Social and Emotional Development (PSED). Children learn about safe online behaviour through stories (such as Digi Duck and Smartie the Penguin), role-play, and practical activities. SEND-specific visuals and resources are used to ensure all children, including those with additional needs, understand and can apply online safety rules. Online safety messages are reinforced regularly and adapted to reflect new risks or technologies.

Staff Training and Professional Development

All staff receive mandatory induction training on online safety, data protection, and cyber security. This is refreshed annually and whenever significant changes occur. Training includes scenario-based safeguarding exercises, updates on emerging risks (such as AI and new apps), and practical guidance on supervising technology use. Attendance at training is recorded and monitored by the DSL. Staff are encouraged to share concerns and seek advice if they are unsure about any aspect of online safety.

Parental Engagement and Community Involvement

Ellergreen Nursery School and Childcare Centre recognises the importance of working in partnership with parents and carers to keep children safe online. Regular workshops, newsletters, and guidance materials are provided to help parents understand online risks and support their children’s safe use of technology at home. The school sets clear expectations for parental behaviour, including not sharing images of other children and respecting the school’s mobile phone policy. 



Filtering, Monitoring, and Technical Security

Filtering Systems

All internet access in school is protected by Local Authority-managed filtering systems LGfl and Curveball, which use Internet Watch Foundation (IWF) and Home Office blocklists to prevent access to illegal or inappropriate content. Swiggle safe search is enabled on all devices used by children. Filtering systems are configured to meet or exceed DfE minimum standards and are reviewed termly to ensure their ongoing effectiveness. Any attempts to access blocked content are logged and analysed by the DSL team.

Monitoring Systems

The school uses robust monitoring systems to detect and respond to potential online safety risks. Alerts are generated for concerning activity and are checked promptly by the DSL team. All attempts to access blocked or inappropriate content are logged, and patterns are analysed to inform risk assessment and staff training. Monitoring systems are reviewed at least termly, and any issues are escalated in line with the school’s safeguarding procedures.

Technical Security Measures

The school’s IT infrastructure is protected by up-to-date firewalls, anti-virus software, secure Wi-Fi networks, and strict access controls. All devices are subject to regular patch management and security updates. Auditing processes are in place to monitor system use and detect potential vulnerabilities. The school follows NCSC and DfE guidance on cyber security and works closely with IT providers to ensure all technical safeguards are effective and up to date.

Data Protection and Cyber Security

The school is fully compliant with the Data Protection Act 2018 and UK GDPR. Personal and sensitive data is handled securely, with access restricted to authorised staff. All devices used to store or process personal data are encrypted, and cloud-based systems are protected by strong authentication and access controls. The leadership team receive annual training on data protection and cyber security, and any data breaches are reported to the DSL and, where required, the ICO. The school’s privacy notices and data protection policies are available.



Artificial Intelligence (AI) and Emerging Technologies

Approved AI Tools and Usage

The only AI tool currently approved for use in Ellergreen Nursery School and Childcare Centre is Microsoft Copilot, which is used by staff to support teaching and administration. Staff must not input any personal or child-identifiable data into AI tools, and all outputs are checked for appropriateness before use. Any future use of AI or emerging technologies will be subject to risk assessment and approval by the Headteacher and DSL.

Risk Assessment and Safeguards

Before introducing any new technology, including AI tools, the school conducts a thorough risk assessment to identify and mitigate potential risks to children and staff. Safeguards include restricting access, providing staff training, and monitoring use. Any concerns or incidents related to AI or new technologies must be reported immediately to the DSL, who will escalate as necessary. Ellergreen Nursery School and Childcare Centre remains alert to emerging risks and updates its procedures in line with national guidance.



Incident Management and Reporting

Procedures for Reporting Concerns

All members of the school community are encouraged to report online safety concerns without delay. Staff and volunteers must report concerns directly to the DSL team, using the school’s safeguarding procedures. Children are taught to tell a trusted adult if they see or experience anything online that worries them. Parents can report concerns to the DSL or Headteacher in person or by phone. Serious incidents, such as suspected online abuse, radicalisation, or illegal content, are escalated immediately to the Local Authority safeguarding team and, where appropriate, the police.

Logging and Record-Keeping

Ellergreen Nursery School and Childcare Centre maintains detailed records of all online safety incidents, LGfl monitor alerts and filtering and monitoring checks, DSL provides staff training, and policy reviews. Incident logs are reviewed regularly by the DSL to identify patterns, inform risk assessment, and guide policy updates. All records are stored securely in line with data protection requirements and are available for inspection by regulatory authorities.

Responding to Online Safety Incidents

When an online safety incident occurs, the DSL leads a thorough investigation, working with relevant staff and parents as appropriate. Support is provided to any victims, and appropriate action is taken in line with the school’s safeguarding and disciplinary procedures. Where necessary, incidents are reported to external agencies, including the Local Authority, police, or ICO. The school is committed to learning from incidents and updating its practice to prevent recurrence.



Policy Monitoring, Evaluation, and Review

Monitoring Policy Implementation

The implementation of this policy is monitored through regular audits, analysis of incident logs, and feedback from staff and parents. The DSL and Headteacher report to the governing board on the effectiveness of online safety measures and any areas for improvement. Monitoring activities include spot checks of filtering and monitoring systems, review of staff training records, and observation of technology use in classrooms.

Evaluation of Effectiveness

The school evaluates the impact of its online safety provision through a range of measures, including a reduction in online safety incidents, improved staff and child understanding of online risks, and positive feedback from Ofsted and other external agencies. 
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