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Description automatically generated]According to Keeping Children Safe in Education, “Schools and colleges should consider carrying out an annual review of their approach to online safety, supported by an annual risk assessment that considers and reflects the risks their children face.” This document is designed to help schools complete such an assessment.

It is vital that an online safety audit is neither treated as a tickbox exercise, nor viewed as a static report: it should be a living document that reflects the fluid realities of technological change, evolving harms and user behaviours.

An online safety audit should be carried out by or with the safeguarding team, in recognition that “the designated safeguarding lead should take lead responsibility for safeguarding and child protection (including online safety)” (Keeping Children Safe in Education, emphasis added). 

This isn’t just about the education/curriculum side though – KCSIE 2022 also includes a new mention of school leaders (not technicians) regularly reviewing systems’ effectiveness, and that’s why we start the audit with the Safe School Systems section. Please note that we have given a little more detail in this section than in the education section to help non-technical colleagues better understand technical issues. The length does not reflect relative importance to education and messaging.

We recommend that results, conclusions and actions are incorporated into a school’s overall safeguarding audit and considered as part of a holistic, contextual safeguarding approach – not treated separately to offline issues. 

This audit has been broken down into two broad sections: 
· Curriculum, General Approach & Communication
· Safe School Systems (technology for safeguarding and safeguarding for technology)

Results will be shared with the governors to help them fulfil their oversight duties. 
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Curriculum, General Approach & Communication
An effective whole-school approach requires consistency, a common understanding and clear communication. Unless everyone follows a common approach, you communicate clearly with all stakeholders, and staff know what others are doing, there will be gaps. The same will apply if policies do not reflect practice. And always remember, online safety = online safeguarding = safeguarding.
	Question
	FuLLY IN PLACE
	PARTIAL/ NEEDS REVIEW
	NOT IN PLACE
	   •   Evidence / details and dates 
   •   Any actions / by whom?
   •   Add colour highlights for items to add to risk register
NB – we pre-filled examples / links – delete as appropriate


	approach


	Approach: whole-school & safeguarding-driven
– how does the school demonstrate a whole-school approach to online safety, as particularly advocated in Keeping Children Safe in Education (KCSIE), Teaching Online Safety in School (TOSIS) and subject guidance including Relationships and Sex Education and Health Education (RSHE) and Computing? 
– is online safety fully accepted as part of safeguarding and therefore not treated as a separate matter, in the eyes of staff, students or parents, and equally in the curriculum and communications, or reflected in incident management and staff roles and responsibilities?
– are all staff aware that any discussion of online safety, whether planned or ad hoc, may lead to a disclosure and must be dealt with in line with school safeguarding procedures?
– is online safety included on safeguarding reports?
– does online safety have obvious involvement of the leadership team and governors?
– how does the school ensure that non-specialist staff use consistent approaches and messaging?
– does the school take a non-victim-blaming approach (avoiding statements such as “well you shouldn’t be on social media anyway” in response to an incident or disclosure)?
	
	
	
	All staff attend annual Safeguarding training and updates.

As a school we refer to the https://www.gov.uk/government/publications/teaching-online-safety-in-schools This guidance outlines how Ellergreen Nursery School and Childcare Centre can ensure children understand how to stay safe and behave online as part of existing curriculum requirements.

The leadership team are responsible for monitoring incidents and handling sensitive issues. All staff take active responsibility for online safety.

The Designated Safeguarding Lead (DSL) shows proactivity in approach to dealing with any online safety issues and is very aware of all current issues within the school.

Staff are aware that any discussion of online safety, whether planned or ad hoc, may lead to a disclosure and must be dealt with in line with school safeguarding procedures.

Governors understand their online safety responsibilities and accountabilities.

Governors approve the online policy.

Governors receive online safety updates from SLT
School takes a non-victim-blaming approach

	Approach: flexible, current curriculum
– how does the school combine an informed, proactive, planned approach with a flexible, reactive approach to ensure it meets changing pupil needs (e.g. as technology changes, trends develop and incidents occur, are they fed into curriculum design and staff training)?
– are staff comfortable with making the most of ad hoc opportunities to discuss and learn as online safety conversations arise?
– how does the school review annually that teaching is current and relevant to the setting and pupil needs and experiences?
– are all the harms and issues and ‘underpinning behaviours’ mentioned in TOSIS and the RSHE guidance addressed throughout the year?
– is particular consideration made for vulnerable students, e.g. those with SEND and other needs?
– how does the school avoid overlapping teaching, e.g. covering the same issue in different subjects (e.g. RSHE and Computing)?
– do you collate ‘pupil voice’ to ensure messaging addresses pupils’ lived experiences?
– do you ensure that positive experiences online are also celebrated (not just harms and negative aspects of life online)?
	
	
	
	We plan to constantly challenge children to think about safeguarding matters and online safety. We value children’s’ questions and give them space for their own thoughts and ideas.

Online safety is built into the curriculum through:
-existing lessons across the curriculum
-covered within specific online safety lessons
-use of ad hoc sessions when safety conversations arise
Children are taught through child friendly lessons.
-	How to stay safe online
-	Who to tell if something inappropriate pops up.

As a school we use the guidance supporting schools to teach pupils how to stay safe online - 
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
This guidance outlines how Ellergreen Nursery School and Childcare Centre understand how to stay safe and behave online as part of existing curriculum requirements.

Staff follow our detailed safeguarding curriculum and are aware that the curriculum can also be accessed via the school website. The curriculum is flexible, current and updated annually but also through the year should anything need to be added or edited. Due to the age of our children, we teach online safety through Childnet reading stories such Digi Duck and Smartie the Penguin looking at both the positive and negative aspects of being online.  
Through various training all teachers and staff have the knowledge to teach children about e-safety. We foster an open environment in which children and parents/carers are encouraged to ask any questions and participate in an ongoing conversation about the benefits and dangers of the online world.
Childrens voice is collected through floor books, tapestry and displays. Incidents monitored by DSL are recorded in red files and actions are created from this.

	Assessment
– is the curriculum informed by and measured against clear outcomes, e.g. those in the UKCIS framework Education for a Connected World (or similar)?
– how do you use formative and summative assessment to ensure you are aware of pupil knowledge and skills to inform teaching, and subsequently to measure progress
	
	
	
	Ellergreen Nursery School and Childcare Centre use ‘The Education for a Connected World framework’ as a guide to help staff understand what is expected when children start reception. The document supports one of the key aims of the government’s Internet Safety Strategy of supporting children to stay safe and make a positive contribution online, as well enabling teachers to develop effective strategies for understanding and handling online risks.
Education for a Connected World is available at gov.uk/government/publications/education-for-a-connected-world 

The SafeSkills online safety quiz tool is free for all UK schools to use and includes teacher stats safeskills.lgfl.net


Pupil Voice
Famly
Termly assessment / ongoing assessment to ensure that children are kept safe when on an IPAD or Large Smart Screen
We always supervise children when they are using technology and accessing the internet. Using devices that belong to the setting and never use own personal devices.
We check websites, apps and search results and understand age ratings.
Ensuring safety and privacy settings are set at the highest level.
Staff consistently model safe internet use and language.
We conduct regular checks of all equipment to ensure appropriate access and use.


	Parental engagement
– how do you proactively engage parents/carers?
– are parents aware of the school’s broad online-safety approach?
– are parents aware of the latest harms and issues as well as encouraged to use safety settings on popular platforms, devices, games, apps and consoles?
– are parents reminded of the importance of following age ratings?
– do you follow a drip-feed approach to communicating with parents?
	
	
	
	

We have a whole school approach to ensure staff, governors, volunteers and parents teach children about online safety. Being online is an integral part of children lives. We are aware that children access social media at home through, online games, websites and apps which can be accessed through mobile phones, computers, laptops and tablets.  Ellergreen Nursery School and Childcare Centre provide support to parents and carers by sharing helpful advice and resources through our school website such as parentsafe.lgfl.net 
Parents will be kept up to date of latest harms and issues through text, email, Instagram and through Famly. 


	External influences, resources and scares
– are external resources always first assessed for appropriateness (age appropriate, not overly negative, scary, victim blaming etc)?
– are any external purchased schemes of work/curricula carefully adapted as necessary?
– what approach does the school take to reacting to online challenges, scares and hoaxes?
– how are any external visitors vetted for expertise, appropriateness and safeguarding understanding?
	
	
	
	Keeping Children Safe in Education sets out an effective approach to online safety that empowers Ellergreen Nursery School and Childcare Centre to protect and educate the whole school community in their use of technology, and establish mechanisms to identify, intervene in and escalate incidents where appropriate.
We use the following documents as guidance - 
· gov.uk/government/publications/harmful-online-challenges-and-online-hoaxes/harmful-online-challenges-and-online-hoaxes
· UKCIS victim-blaming guidance (soon to be published at time of publication of this document)
· gov.uk/government/publications/using-external-visitors-to-support-online-safety-education-guidance-for-educational-settings

LGfL provides signposting to a range of themed resources at https://saferesources.lgfl.net
 
Any resource bought in by the school are carefully adapted where necessary, in line with the age of our children.

School takes an open approach to reacting to online challenges, scares and hoaxes. 

External visitors receive an induction as other staff would with either Mrs Rogers (Head Teacher or the Senior teacher). External visitors are vetted through the production of their DBS reference number on arrival. Visitors are given the relevant safeguarding policies, fire and lockdown procedures, duties and responsibilities and a risk assessment is carried out (following guidance from gov.uk/government/publications/using-external-visitors-to-support-online-safety-education-guidance-for-educational-settings) Information is held on the SCR.

Ensuring the visitor is appropriately briefed on safeguarding procedures (for example, providing the visitor with a summary leaflet when signing in and reading our Child Protection Statement with key information such as who is/are the Designated Safeguarding Leads in both the Nursery School and Childcare Centre.
 


	Policies & PRACTICE


	Policies 
– do your policies govern all online behaviour, not just when using school devices or logged into school systems and platforms?
– do you have an online-safety policy (whether standalone or section within your safeguarding and child-protection policy?
– do you have (note the following might be integrated into other policies and not standalone but must be very clear if so)
· AUPs to reflect varied roles and responsibilities, e.g. different key stages, parents, staff, visitors, governors, contractors etc. (NB whilst often called “acceptable use policy”, these should reflect all online behaviour). 
· Social media policy? If not, this may be included in your online safety policy but should be clear.
· Remote learning policy (whilst covid closures are a thing of the past, remote learning systems remain in use)
	
	
	
	E-safety forms a fundamental part of Ellergreen Nursery School and Childcare Centre’s safeguarding and child protection measures. We review and update our e-safety provision on an ongoing basis. Our e-safety policies and procedures help mitigate risk and respond to concerns.

Online safety policy is in place that meets the school’s safeguarding obligations.

The online safety policy has been developed in consultation with a wide range of staff.

There is “whole school ownership” of the policy.
The policy is reviewed annually.

The online safety policy evidences the school’s commitment to act upon online safety incidents inside and outside the school that may affect the well-being of pupils and staff members. 

The policy covers the use of the computing systems, software and equipment in the school. It also covers the use of personal devices and school-owned technology in and outside school.

Guidance on the acceptable use of technology is provided for all users of technology at school and are regularly communicated. 


	Content & review, policy v. practice
– do you consult others to populate your policy, e.g. review templates (LSCP, fellow schools, The Key, LGfL, etc)?
– where you have used content or templates, have you checked it is relevant to your setting, systems and stakeholders and adapted as appropriate?
– do you regularly review these policies (not just the annual governor review but with staff and pupils who can give insights into practicability)?
– how do you check that policies are both followed and possible to follow (e.g. contradictions with other policies, a ban on mobile photography when there are no school cameras and photos are often required, references to systems which no longer exist)?
– are new systems, platforms, processes and user behaviour/needs regularly incorporated into these ‘living’ documents?
– are policies updated to reflect curriculum needs, behaviour and safeguarding risks and incidents in your school?
	
	
	
	New staff members are informed of expectations regarding acceptable use with clear induction policies. 

It is clear to staff members that acceptable use forms part of their contract.

Strategies for managing unacceptable use are stated in relevant school policies and users are aware of these strategies. 

Users understand that the school may take action and intervene, where appropriate, in online incidents that take place beyond school. 

Strategies are regularly reviewed in the light of current practice and changes in technology.


	Training


	Training & CPD
– do all staff receive online safety training as part of the safeguarding training schedule (at induction and start of year or mid-year for new starters)?
– is the centre of expertise in online safety within the DSL team with the most in-depth training received by this team?
– are regular updates given throughout the year, reflecting trends, harms and incidents in school as well as nationally?
– is training appropriate to and customised for different roles and responsibilities, with extra strategic elements for SLT and governors?
– does training around ‘online safety’ tie in with training on other areas which may not be classically associated with online safety, such as all the harms mentioned in KCSIE (e.g. Prevent and many others)?
– do technical staff receive sufficient training on key safeguarding elements?
– do non-technical staff receive sufficient training on technical aspects?
	
	
	
	All staff are up to date with training. They are aware of the benefits and risks to children. All staff to be updated yearly and in line with any regulatory or sector updates.

We follow training provided by LGfL at safetraining.lgfl.net and the local authority training.

All staff receive online safety training as part of the safeguarding training schedule.  

Curveball Solutions have an anti-virus update continuously updating and blocking any inappropriate sites on all PCs and laptops. A report can be run on this and given to Ellergreen Nursery School.   







Safe School Systems
Schools have a duty to provide safe school systems – this may take the form of technology for safeguarding (e.g. filtering) or safeguarding for technology (such as behaviours or settings to adopt on a particular device or platform).
It is important to remember that technology changes all the time, whether functionality, risks or appropriate settings, and there is always a balance to be struck between safety precautions and ‘over-blocking’, which Keeping Children Safe in Education requires schools to avoid (the 2022 version includes reference of ‘regular review’). The education element is therefore key, i.e. teaching children and young people what to do when they see or experience something worrying. 
Safeguarding teams will wish to engage with their technical colleagues on this section – please ensure to review it together.
	Question

	FuLLY IN PLACE
	PARTIAL/ NEEDS REVIEW
	NOT IN PLACE
	   •   Evidence / details and dates 
   •   Any actions / by whom?
   •   Add colour highlights for items to add to risk register
NB – we pre-filled examples / links – delete as appropriate

	FILTERING 

	Appropriate filtering
– has your provider filed a submission with the UK Safer Internet Centre to explain why your filtering is ‘appropriate’?
– have DSL, SLT and technical teams all read and understood this submission, including rationale, benefits and limitations and safe search settings, e.g. for web searches and YouTube?
	
	
	
	Yes, LGFL have filed a submission with UK Safer Internet Centre. They recommend a graduated approach to exposing children to technology as they develop; an example of this is the use of safe search engines due to the age of the children at Ellergreen Nursery School. LGFL block any inappropriate sites if we use the search engine Google.
Netsweeper has developed an AI system that is 
constantly scanning the internet to analyse the 
content of all websites – it does not simply work at 
the domain level but is scanning all pages and 
making ongoing changes to categorisations 
throughout the day.
This is well illustrated by the stats on changes made 
during the past 24 hours by the Netsweeper 
categorisation engine at netsweeper.co.uk/livestats
LGfL also recommends the use of monitoring tools 
to understand more about the journey of young 
people online and on devices.
In line with DfE guidelines, LGFL have website, content and URL categorisation, which by default is actively enabled to deal with this content
Safer Internet Centre submissions - https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff/appropriate-filtering-and-monitoring/filtering-provider-responses 

YouTube guidance - https://youtube.lgfl.net

	Filtering training
– has your technical team attended training on your filtering platform/s to understand exactly how it works, how it is set up and what the options are in order to inform a strategic filtering approach and implement DSL/SLT requirements?
– has your safeguarding team also attended training to know the questions they need to ask of their technical colleagues and to understand at a high level what filtering can/should do to inform the approach?
	
	
	
	Yes 
Training on solutions is not only offered for technical teams, but also via a 20 minute safeguarding shorts session on filtering for safeguarding leads to help them understand what filtering can do and how it can be used as part of a wider contextual safeguarding approach. Safeguarding team including Nicky Whitfield have engaged with filtering training.

Action
To continue with ongoing training.

	Rationale / team effort
– do your technical and safeguarding teams meet to discuss your filtering needs and document your approach regarding what is allowed / not in school and the safeguarding-driven rationale?
– is this up to date, reflected accurately (and updated) in policies and practice, including how your approach and settings do not ‘over-block’, and shared with parents, staff and governors and ready to show to Ofsted?
	
	
	
	Yes
We also go beyond the IWF URL list in that the IWF’s Image Hash List is also enforced by the Netsweeper engine on which all our filtering is based. This ensures any sites are blocked which may be hosting new instances  of images that have been  reuploaded onto a new website in order to avoid a block.

	Reporting and regular review
 – do you receive regular automated reports to inform safeguarding / behaviour interventions and review use of the system to keep users safe and ensure you are not overblocking (also important to ensure access to teaching & learning sites)?
– who is responsible for checking these reports have been run and are being reviewed, and that they are functioning correctly?
– is the system regularly reviewed to ensure appropriate access, settings and usage, including consideration of impact 
	
	
	
	Viewing top blocked sites / categories monthly will highlight trends and changes that need to be investigated or addressed.

	Safe modes / search
– do you enforce safe search on search engines and block those which do not have a safe search? For YouTube, do you enforce one of the restricted modes as appropriate for your needs?
	
	
	
	Restrictions on YouTube content set up by curveball on our network / LGfl.

YouTube settings overview at https://youtube.lgfl.net 

The leadership team are aware that they need to check at the top right of the search page if Google safe search is enforced (LGfL schools request this via a DNS change)

LGfl Solutions uses proprietary in-house developed software and libraries continually help ensure that inappropriate material is categorised correctly and restricted where required. Our end users also have the ability in real time to recatagorise any URL or part of to another category if required, or just allow part of a site, for instance a specific video on YouTube as opposed to opening the whole site.

	BYOD
– if you allow ‘bring your own device’, what measures are applied to these devices to ensure the school internet cannot be used inappropriately simply by switching to a BYOD network
	
	
	
	N/A

	Devices at home
– have you applied filtering to school devices when sent home with students?
– given that schools cannot protect parent/child devices, do you remind parents about how to set controls on their home internet/phones/devices etc?
	
	
	
	
Children do not take devices home.




	Linked to the curriculum and safeguarding landscape
– is your filtering set up and updated to reflect the online-safety messages you teach and safeguarding concerns/cases in school?
– conversely, is learning from filtering findings used to inform the curriculum?
	
	
	
	Yes.

If a child comes into school saying that they have seen or heard something online. The child’s parent/carer is brought into school to discuss, and we do a whole class input on online safety.

	MONITORING

	Approach
– is your approach to monitoring based on a strategic and safeguarding-driven rationale that has been made in discussion between safeguarding and technical teams? 
– are all senior leaders, governors and staff aware of this rationale and which of the three possible approaches (or combination) outlined by the Safer Internet Centre that your school follows.
	
	
	
	Yes- through physical monitoring, internet and web-access and pro-active monitoring (LGfl)
Safer Internet Centre monitoring approaches - https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff/appropriate-filtering-and-monitoring/appropriate-monitoring

	Appropriate monitoring
– if you use a pro/active technical monitoring solution, has the provider filed a submission to the UK Safer Internet Centre?
– have DSL, SLT and technical teams all read and understood this submission, including rationale, benefits and limitations.
	
	
	
	
Our Internet providers / filtering provides provide logfile information that details and attributes websites access and search term usage against individuals. Through regular monitoring, the information could enable us to identify and intervene with issues concerning access or searches.

	Monitoring training
– if using a pro/active solution, has your technical team attended training to understand exactly how it works, how it is set up and what the options are in order to inform a strategic approach and implement DSL/SLT requirements?
– has your safeguarding team attended training to know the questions they need to ask of their technical colleagues and to understand at a high level what monitoring can/should do to inform the approach?
	
	
	
	KF,JR,NW attended training.

	System configuration, customisation and review
– do your technical and safeguarding teams meet to discuss your monitoring needs and ensure systems are configured for the devices and systems you used and regularly updated/reviewed where changes are made and new devices added to ensure no devices or systems are missed?
– are systems customised for your safeguarding needs – e.g. adding keywords that represent new concerns in your school/area or to follow students at particular risk. 
– is this approach documented and the system regularly reviewed to ensure appropriate access, settings and usage / do your policies reflect practice in school and are they updated when settings / approach are changed?
	
	
	
	LGFL trust net are our provider in ensuring that our school has protection against the numerous cyberthreats that exist. Firewalls and 24/7 monitoring of the network enable LGFL to be able to provide real-time cyberthreat detection and prevention at Ellergreen Nursery School and Childcare Centre.
Yes- as and when the need occurs

	Reports
– if using a pro/active solution, is the system set up in such a way that you have a manageable number of captures and are not overwhelmed and therefore at risk of missing key safeguarding alerts?
– do you also run reports to spot trends over time?
– are concerns fed into the safeguarding systems you use to capture manual/offline safeguarding concerns to complete the safeguarding jigsaw and not kept in a separate silo?
	
	
	
	Yes – we can access reports at any time and also spot trends. 

	Other
– please also consider the school devices when at-home / curriculum / BYOD questions mentioned in the filtering section above and add any aspects not already covered there.
	
	
	
	N/A

	HOME / REMOTE LEARNING & DEVICES IN THE HOME

	School devices in the home
– if you send school devices home with students, how are they protected / monitored?
– do you have internet filtering/monitoring on them?
– are they locked down as ‘managed devices’ so software cannot be un/installed except by school admins?
	
	
	
	N/A

	Live lessons (even after covid, most schools will now deliver live lessons on scheduled and unexpected days, e.g. open days, elections, snow days, broken boilers, etc.)
– do you have a remote learning policy or clause in another policy that covers behaviour for pupils and staff? What key safeguarding precautions are included?
	
	
	
	Parents are advised to access the school website where they can find age-appropriate activities for their children.

	Homework / cloud platforms accessible from home (all other platforms that can be accessed at home, whether for homework or during home learning)
– are these covered in policies and AUPs and regularly updated as new platforms/systems are bought?
– are all systems audited to ensure that they have an audit trail, central administration not limited to one person, oversight of administrators and settings locked down where features are not required, e.g. to not allow unmonitored communications?
	
	
	
	N/A children are not set homework due to their age.

	general – ALL TECHNOLOGY USED IN / BY THE SCHOOL

	Safeguarding & technical collaboration and review
– do safeguarding and technical teams review at least annually (or whenever significant changes are made to technology or the way the school works or new technologies are adopted), which platforms, systems and devices are used, how, what their settings allow and why, plus risks and mitigations?
	
	
	
	Yes – this is done alongside our outside IT provider LGfl 

	Communication functionality
– are all platforms that include any chat function (remember that ‘comments’ can be used to chat, especially if they are never monitored) included in your policies, AUPs and risk assessments and locked down in the way your school wants them?
– are all staff and pupils aware which platforms they can use to communicate between pupils or between staff and pupils and that they must never use accounts/emails/apps that are not approved/linked to the school?
	
	
	
	Yes – Staff will comment with parents via Tapestry or email. Staff are fully aware that this is the only way to contact parents/carers online.

	Technology in your policies / AUPs
– are the latest school system, platforms and devices that CAN be used/accessed at home included in your policies/AUPs etc?
– have these been updated/audited recently to ensure they are still accurate?
– are the rules there possible to follow (e.g. systems named which no longer exist or “use a school camera” when they don’t exist or work)?
	
	
	
	





	cybersecurity

	Audit & documentation (given its importance for continuity of access to systems and data for keeping children safe, schools secure and maintaining continuity of teaching & learning, cybersecurity should be audited separately)
– does your school have the recommended 3 documents from the NCSC:
· cybersecurity policy
· risk + asset registers
· incident response plan
– are these accurate and regularly updated, read by all and reflected in practice?
– would these answer the Ofsted Inspecting Safeguarding document’s requirement for systems to protect against cybersecurity risks”?
	
	
	
	Yes, Ellergreen Nursery School and Childcare Centre have the 3 documents from NCSC.



	Technical staff
– do technical staff have training on cybersecurity and report to senior leaders and governors on issues, mitigations incidents and training needs?
	
	
	
	Yes 
The NCSC questions for governors are used on cybersecurity and repoting– ncsc.gov.uk/information/school-governor-questions

	Training
– are non-technical staff given training and regular reminders on cybersecurity best-practice (passwords, phishing, reporting and more)?
	
	
	
	
Yes
NCSC non-technical training for school staff is used provided by LGfL https://booking.lgfl.net/book/add/p/33
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