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This Online Safety & AI Policy has been fully adapted from the SWGfL 2025 Online Safety Policy Template and customised specifically for the needs of Ellergreen Nursery School & Childcare Centre. It reflects our safeguarding ethos, the developmental needs of the children, our maintained nursery school context, and Liverpool Local Authority guidance—including the requirement that staff only use Microsoft Copilot as our approved Artificial Intelligence tool.

1. Introduction

At Ellergreen Nursery School & Childcare Centre, online safety is a fundamental part of our responsibility to safeguard and protect children, families, staff and visitors. Although our children are very young, they are growing up in a digital world; therefore, the adults around them must model safe behaviours and ensure digital technologies are used sensibly, securely and purposefully.

This policy supports the safe use of all digital tools in school and establishes expectations for staff, governors, volunteers, students, visitors and families. It also sets out our approach to the safe and ethical use of Artificial Intelligence (AI) within education, ensuring that any use supports learning and re
duces workload while maintaining compliance with data protection requirements.

2. Scope of This Policy

This policy applies to all members of the Ellergreen community who use or access school devices, systems, Wi-Fi, communication tools, and digital resources. This includes staff, students on placement, volunteers, governors, consultants, visitors and contractors.

• School devices and technologies (e.g., iPads, laptops, computers).

• Use of school systems (e.g., email, Famly, online learning journals, Instagram and shared drives).

• Use of AI in planning, communication and administration.

• Use of personal devices on-site (where permitted).

• Remote access to school systems or data.

• Digital images, media, online communication and virtual learning platforms.

3. Artificial Intelligence (AI) Use at Ellergreen

3.1 Microsoft Copilot – Approved AI Tool

In line with Liverpool Local Authority guidance, Ellergreen staff must ONLY use Microsoft Copilot for any school-related AI tasks. Microsoft Copilot is approved due to its secure data controls, organisational oversight, and compliance with UK GDPR. No other AI tool may be used for school planning or work under any circumstances.

3.2 Staff Responsibilities When Using AI

• AI can be used to support planning, summarising, drafting text, reducing workload, or enhancing resources.

• Staff must never input personal, sensitive, child-level, family-level, or safeguarding information into AI.

• AI outputs must be checked for accuracy, fairness, factual correctness and potential bias.

• AI must never replace professional judgement or child-centred decision making.

• Staff must follow the Staff AI Acceptable Use Agreement at all times.

3.3 AI Risks & Safeguards

• Risk of inaccurate or fabricated information

• Risk of biased output—staff must remain critical and reflective.

• Risk of inappropriate or harmful content—must be reported immediately.

• Risk of data leakage—avoided by use of secure Microsoft Copilot only.

• Risk to professional integrity—AI must support, not replace, teacher expertise.

4. Roles and Responsibilities

Headteacher & Senior Leadership Team

• Ensure robust filtering, monitoring and cyber-security systems are in place.

• Ensure online safety is embedded across safeguarding, curriculum and staff practice.

• Approve and monitor AI use across the setting.

• Ensure annual staff training includes online safety, cyber security and AI use.

Designated Safeguarding Lead (DSL)

• Oversee online safety procedures, incident reporting and follow-up.

• Respond swiftly to incidents including exposure to harmful content.

• Liaise with the Local Authority, Police and external agencies where required.

Online Safety Lead -Kerry Feeney

• Monitor filtering logs and digital incidents with the DSL.

• Lead online safety curriculum and staff updates.

• Ensure age-appropriate resources are used across the EYFS.

• Provide staff and governors with ongoing digital safeguarding training.

IT Provider

• Maintain filtering and monitoring systems.

• Ensure all devices have up-to-date security protection.

• Provide reports and act on safeguarding concerns.

• Ensure compliance with DfE filtering and monitoring standards.

Staff

• Model safe online behaviours in all interactions.

• Supervise children closely when using digital devices.

• Use only school devices to capture photos or videos.

• Use Microsoft Copilot only for AI-related work.

• Report incidents immediately to the DSL.

5. Filtering, Monitoring & Cyber Security

• Ellergreen uses Local Authority-approved filtering and monitoring systems across all devices.

• The DSL (Jane Rogers) and Online Safety Lead (Kerry Feeney) review monitoring logs weekly.

• Alerts of inappropriate content are investigated immediately.

• Filtering is age-appropriate for Early Years and restricts harmful content by default.

• Termly reviews with Governors ensure compliance with DfE standards.

• Children are supervised at all times when using technology.

   SWGfL: Swiggle – child friendly search – must be used as the search engine on all large screens and      children’s I pads.

6. Mobile Technology & Digital Images

To protect children, maintain professional boundaries, and follow safeguarding expectations:

• Children are not permitted to bring personal devices into school.

• Staff must not use personal phones in learning environments.

• Photos/videos must ONLY be taken on school-owned devices.

• Media must be stored securely and deleted following school retention rules.

7. Online Safety Education 

• Curriculum is delivered through stories, puppets, role play and modelling, 'Digiduck' and 'Smartie 
Penguin'
• Children learn to identify trusted adults and ask for help.

• Children learn about simple rules: turn-taking, looking after devices, being kind.

• Children learn that screens must be used with an adult.

• Adults model respectful communication and safe behaviour.

8. Reporting Online Safety Incidents

• All concerns must be reported to the DSL immediately.

• Incidents include exposure to harmful content, cyberbullying, data breaches or misuse of devices.

• Parents/carers will be informed where appropriate.

• Serious incidents may require referral to the Local Authority, LADO or Police.

• All incidents are recorded and reviewed termly for patterns and improvements.

9. Acceptable Use Agreements (AUA)

Ellergreen has AUA documents for staff, governors, volunteers to sign. These outline expectations for safe and responsible online behaviour.
10. Policy Review Cycle

This policy will be reviewed every 12 months or sooner if new technology, AI updates or safeguarding changes occur.
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