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Ellergreen Nursery School

& Childcare Centre

Digital Technology Policies
Introduction

What is e-safety?

‘We use e-safety, and related terms such as ‘online’, ‘communication technologies’, and ‘digital technologies’ to refer to all fixed and mobile technologies that children may encounter, now and in the future, which might pose e-safety risks.’
E safety is one aspect of an ever widening safeguarding agenda. The development of effective policies and practices in this area should be embedded within the safeguarding agenda with the purpose of helping to protect children and staff from e-safety risks, and promoting safe and responsible use of technology wherever it occurs.
In order to fully meet the requirements of EYFS, schools and regulated childcare settings use a variety of technologies to support children’s learning and development as they negotiate the vast array of electronic and digital equipment that shape their environment. However, beyond their immediate learning, their environment is also shaped by use of controlled security systems – fob, finger pad, electronic or video camera security, computers – for use by both staff and children, laptops – used for storing images and details of observations used in planning and assessments, pen drives, digital cameras and mobile phones. 

Given the wide range of benefits technologies can offer, it is vital to ensure that any potential risks related to new technologies have been identified and that steps have been taken to minimise such risks by ensuring that relevant safeguards are in place. Trying to keep with the pace and development of ‘emerging’ devices will be a constant challenge and the resulting influence these devices have within our social and professional communities. Can you imagine leaving the house without your mobile phone? Can you get through the day without checking what’s happening on Twitter?
The Internet, whether accessed from a computer, mobile phone or other device, has become embedded within modern family life. It is used to buy and sell goods, online banking, finding information and socialising. It can also have a darker side with cybercrime, inappropriate material and illegal activity taking place online affecting both adults and children. E-Safety is concerned with the safeguarding of children and young people in the "digital" world and ensuring they feel safe when accessing new technology. It is also concerned with ensuring that the adults working to support and care for our children and young people are supported and able to follow established codes of conduct outlining clear professional boundaries. 
As our children start to access technology independently, and become increasingly more familiar with a range of technologies, it is essential that positive behaviours are introduced from the outset in a manner which is age and developmentally appropriate. 
We also need to consider related health and safety issues for children 
including the length of time spent at computer, positioning and ensuring that adult size equipment can be adapted and is suitable for use by children within the early years age group. We may find that children are eager and able to use complex gadgets and IT equipment and are keen to spend time engrossed in computer games.  Recent research exploring young children’s (aged from birth to six) use of popular culture, media and new technologies found that young children are immersed in practices relating to popular culture, media and new technologies from birth. They grow up in a digital world and develop a wide range of skills, knowledge and understanding of this world from birth.
Establishing safe and responsible behaviours

“Children and young people need to be empowered to keep themselves safe – this isn't just about a top down approach.  Children will be children – pushing boundaries and taking risks.  At a public swimming pool we have gates, put up signs, have lifeguards and shallow ends, but we also teach children how to swim”


Dr Tanya Byron – Byron Review 2008(2)
Children are encountering a variety of technologies at ever younger ages, and so their e-safety education must start at an early age also. The starting point for this has to be ensuring that all staff including those who are not employed to work directly with the children, students and volunteers are modelling appropriate behaviours and following clear professional boundaries.

Relevant policies may include:

· Acceptable Use Policy (AUP) for all technologies

· An overview of the settings vision and approach to e-safety 

· Mobile Phone Policy (including parents, all staff, visitors, volunteers)

· Use of social media (networking) policy

· Outlining expectations and clear codes of conduct for social networking

· Acceptable Use Agreement for staff 

.  

· GDPR and Data Protection Policy 

· security and data management

· Permission form for taking, display of and storage of digital images (inc video)
Health and Safety

It is also important to ensure that Health and Safety policies for both staff and children cover ICT use.

· Ensure children are able to see the screen without straining their necks; ideally they should be looking straight ahead or slightly down at the screen, not up.

· Ensure children can put their feet flat on the ground, if not make sure they have a block or step available so they are able to position themselves comfortably.

· Model safe use and involve the children in discussion about electricity, wires, passwords and keeping safe.

· Provide rules for sharing so that children can collaborate e.g. have two chairs at the iPad and provide an active role for the child in the ‘waiting chair’ by calling it the ‘helping chair’. Teach children how to turn-take using a sand timer for each child’s turn.(3)
Please note - *(All Liverpool City Council staff should refer related Council Policy)

Developing an Acceptable Use Policy (AUP)

All policies should be developed in consultation with staff, parents and other key stakeholders within your setting.  If able and where developmentally appropriate, you may also want to consult with the children and young people who attend the setting.
Your Acceptable Use Policy should provide an overview of the settings vision and approach to e-safety. This should include details of acceptable and unacceptable use of technologies and facilities, sanctions for misuse, procedures for responding to incidents of concern including when and which external agencies may need to become involved. There may need to be a number of versions of this document made available to both staff and parents and children where appropriate.

As with all policies, details should be clear and succinct. Realms of pages are usually unnecessary. Policies should be reviewed and updated regularly (minimum annually)
Please note - *All staff employed by Liverpool City Council they should read 

and adhere to the Acceptable Use Code of Practice for Liverpool City Council ICT Systems and Services (available on the intranet of from the centre Manager)

Ellergreen Nursery School

& Childcare Centre

Acceptable Use Policy (AUP)
The aim of this Acceptable Use Policy is to ensure that staff and children will benefit from the range of technologies offered by our Nursery School and Childcare Centre in a safe and effective manner. 

To ensure that staff are fully aware of their responsibilities with respect to the use of the range of technologies used by the setting, they are asked to sign this acceptable use agreement.
 *Please note - Liverpool City Council staff to also refer to Acceptable Use Code of Practice for Liverpool City Council ICT Systems and Services

Children’s use of digital equipment and ICT resources

· Children will be supported in using iPads and other technological equipment independently, and where appropriate will be allowed to independently access learning resources that are age appropriate.

· The use of the Internet and mobile technologies will be for educational purposes only.
· Firewall and Filtering software is in place in order to minimise the risk of exposure to inappropriate material.

· Virus protection software is used and updated on a regular basis.
· Children will only search the Internet with an adult sitting by them, supervising their actions and responding promptly to any inappropriate material.

· In the case of accidental accessing of inappropriate materials adults will remove the iPad and will report the inappropriate accessing of material immediately to the Leadership Team and ensure that this is also shared with the child parent / carer when they collect their child. 
· Children’s use of the computer will be limited to an appropriate length times in order to minimize any health and safety risks.
· Children will be encourage and supported to participate and share in the taking of digital images (both still and video). Any images taken by children will be stored in line with procedures.
Staff use

· All staff will read, understand, agree to and sign this AUP agreement and the related AUP digital images agreement.

· Staff will not use any ICT system or digital device for private purposes without permission of the Leadership Team. Any use of the computer network or other technologies must be compatible with staff professional roles.
· Staff will not disclose passwords or login name to anyone, other than where appropriate and where instructed to by a member of the Leadership Team.
· Staff will only use approved email accounts and access approved websites.
· Uploading and downloading of non-approved software will not be permitted.

· Staff will not send or receive any material that is illegal, obscene, defamatory or that is intended to annoy or intimidate another person.

· Accessing chat rooms, discussion forums, messaging or other electronic forms of communication will only be used for educational purposes and need the permission of the SMT (Refer to separate social media policy)
· Our website will be regularly checked to ensure that there is no content that compromises the safety of the children or staff.
· Staff will be aware that any usage, including distributing or receiving information, work - related or personal, may be monitored for unusual activity, security and/or network management reasons. 
· Staff will share details of this policy with parents/carers when their child is admitted to the nursery school and obtain permission for photographs to be taken of their child and ascertain the range of uses and areas in which photographs may be displayed.

· Staff will respect confidentiality and will never disclose or publicise any child’s personal information, such as addresses or telephone numbers or pictures.
· Staff will not take any equipment or resources off the premises without permission of a member of the Leadership Team.  Where equipment or data is taken off site, staff will endeavour to take all reasonable precautions to ensure it remains safe.
· Staff will report any incidents of concern to the designated Safeguarding Lead.
· Staff will ensure that any electronic communication with parents and carers is compatible with their professional role and will not be  misinterpreted. 

· Staff will respect copyright and intellectual property rights.

Sanctions

Misuse of the Internet or other technologies, or failure to follow the policy and procedures may result in disciplinary action at the discretion of the Headteacher. The Leadership Team also reserves the right to report any illegal activities to the appropriate authorities
Ellergreen Nursery School

& Childcare Centre
Working in Partnership

Early Years settings present a good opportunity to introduce the concept of e-safety to parents and carers – if they can gain an awareness and understanding of the issues while their children are very young, they will be better placed to support and learn with them as they encounter more technology and hence, more risk.
Suggestions of encouraging parental involvement include

· Famly
· Instagram

· School Website

Ellergreen Nursery School and Childcare Centre present a great opportunity to introduce the concept of e-safety to parents and carers as the focus on home access and parental engagement develops.
	Ellergreen Nursery School and Childcare Centre
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1. Introduction

The internet is a fast-moving technology and it is impossible to cover all circumstances or emerging media – the principles set out in this policy must be followed irrespective of the medium. 

When using social media, staff should be aware of the potential impact on themselves and the employer, whether for work-related or personal use; whether during working hours or otherwise; or whether social media is accessed using the employer’s equipment or using the employee’s equipment. Staff should use discretion and common sense when engaging in online communication.
Ellergreen Nursery School and Childcare Centre recognises and embraces the numerous benefits and opportunities that social media offers. While employees are encouraged to engage, collaborate and innovate through social media, they should also be aware that there are some associated risks, especially around issues of safeguarding, bullying and personal reputation.

2. Purpose of the policy

· The purpose of this policy is to encourage good practice, to protect the school and its employees, and to promote the effective use of social media as part of Ellergreen Nursery School and Childcare Centre activities.

· This policy covers personal and professional use of social media and aims to encourage its safe use by the school and its employees.

· The policy applies regardless of whether the social media is accessed using the school’s IT facilities and equipment, or equipment belonging to members of staff.

· Personal communications via social media accounts that are likely to have a negative impact on professional standards or the school’s reputation are within the scope of this policy.

· This policy covers any adult engaged by the school in a paid or unpaid capacity, including governors and agency workers.

3.
Roles, responsibilities and procedure
Individuals should:

· be aware of their online reputation and recognise that their online activity can be seen by others including parents, pupils and colleagues on social media;

· ensure that any use of social media is carried out in line with this policy and other relevant policies, i.e. those of the employer;

· be aware that any excessive use of social media in school Ellergreen Nursery School and Childcare Centre may result in disciplinary action;

· be responsible for their words and actions in an online environment. They are therefore advised to consider whether any comment, photograph or video that they are about to post on a social networking site is something that they want pupils, colleagues, other employees of the trust, or even future employers, to read. If in doubt, don’t post it!

· ensure their security settings are at the highest possible level.

Managers are responsible for:

· addressing any concerns and/or questions employees may have on the use of social media;

· operating within the boundaries of this policy and ensuring that all staff understand the standards of behaviour expected of them.

· implementing and reviewing this policy.

4. Definition of social media

Social media is a broad term for any kind of online platform which enables people to directly interact with each other. It allows people to share information, ideas and views. Examples of social media include blogs, Facebook, LinkedIn, Twitter, Google+, Instagram, tiktok, snapchat, Flickr, YouTube and on-line gaming.

5. Acceptable use

Individuals should be aware that content uploaded to social media is not private. Even if you restrict it to ‘friends’, there is still capacity for it to be re-posted or distributed beyond the intended recipients. Therefore, employees using social media should conduct themselves with professionalism and respect.

Individuals should not upload any content on to social media sites that:

· is confidential to the school or its staff.

· amounts to bullying

· amounts to unlawful discrimination, harassment or victimisation

· brings the school/trust into disrepute

· contains lewd, sexually explicit, threatening or similarly inappropriate or offensive comments, images or video clips

· undermines the reputation of the school and/or individuals

· is defamatory or knowingly false

· breaches copyright

· is in any other way unlawful.

Individuals should be aware of both professional and social boundaries and should not therefore accept or invite ‘friend’ requests from pupils or ex-pupils under the age of 18, or from parents on their personal social media accounts such as Facebook, unless they are family members. All communication with parents via social media should be through the school/trust’s social media accounts. 

Individuals should note that the use of personal social media accounts during work time is not permitted.

6. Safeguarding

The use of social networking sites introduces a range of potential safeguarding risks to children and young people.

Potential risks can include, but are not limited to:

· online bullying;

· grooming, exploitation or stalking;

· exposure to inappropriate material or hateful language;

· encouraging violent behaviour, self-harm or risk taking.

In order to mitigate these risks, and avoid unfounded allegations there are steps individuals can take to promote safety on line:

· Do not use any information in an attempt to locate, meet or contact a child.

· Ensure that any messages, photos or information comply with existing policies.

· Staff should be familiar with and adhere to the guidance detailed in the latest version of Keeping children Safe in Education.

Reporting safeguarding concerns

· Any content or online activity which raises a safeguarding concern must be reported to the lead safeguarding officer Jane Rogers (Head Teacher)  – Designated Safeguarding Lead and Kerry Feeney Senior Deputy Safeguarding Lead in the Nursery School. In the Childcare Centre Sue Lyon – Senior Deputy Safeguarding Lead, Charlotte Donegan – Deputy Safeguarding Lead and Ellie Graham – Deputy Safeguarding Lead.

· Any online concerns should be reported as soon as identified as urgent steps may need to be taken to support the child.

· With regard to protecting themselves, individuals should report any harassment or abuse received online.

7. Reporting, responding to and recording cyberbullying incidents

· Individuals should never engage with cyberbullying incidents. If, in the course of your employment in Ellergreen Nursery School and Childcare Centre, you discover a website containing inaccurate, inappropriate or inflammatory written material relating to you, or images of you which have been taken and/or which are being used without your permission, you should immediately report this to any member of the leadership team, at Ellergreen Nursery School and Childcare Centre

· Individuals should keep any records of the abuse such as text, emails, voicemail, website or social media. If appropriate, screen prints of messages or web pages could be taken and the time, date and address of site should be recorded.

8. Action by employer: inappropriate use of social media

· Following a report of inappropriate use of social media, or unfounded allegation against an individual Jane Rogers will conduct a prompt investigation and take appropriate action.

· The leadership team, where appropriate, will approach the website hosts to ensure the material is either amended or removed as a matter of urgency, ie within 24 hours. If the website requires the individual who is complaining to do so personally, the school will give their full support and assistance.

· Checks will be carried out to ensure that the requested amendments or removals are made. If the website(s) does not co-operate, a member of the leadership team will contact the internet service provider (ISP) as the ISP has the ability to block access to certain sites and, in exceptional circumstances, can close down a website.

· If the material is threatening and/or intimidating, senior manager will, with the member of staff’s consent, report the matter to the police.

· The member of staff will be offered full support and appropriate stress counselling.
9. Breaches of this policy

Any individual suspected of committing a breach of this policy (or if complaints are received about unacceptable use of social networking that has potentially breached this policy) will be investigated in accordance with Ellergreen Nursery School and Childcare Centre bullying or disciplinary procedure. The member of staff will be expected to co-operate with the school’s investigation which may involve:

· handing over relevant passwords and login details;

· printing a copy or obtaining a screenshot of the alleged unacceptable content;

· determining that the responsibility or source of the content was in fact the member of staff.

The seriousness of the breach will be considered including the nature of the content, how long the content remained visible on the social media site, the potential for recirculation by others and the impact on  Ellergreen Nursery School and Childcare Centre or the individuals concerned. Staff should be aware that actions online can be in breach of the harassment/IT/equality policies and any online breaches of these policies may also be treated as conduct issues in accordance with the disciplinary procedure. If the outcome of an investigation leads to disciplinary action, the consequences will be dealt with in accordance with the appropriate procedures. Serious breaches could result in the dismissal of the employee. Where conduct is considered to be unlawful, the school will report the matter to the police and other external agencies.

10. Monitoring and review

If Jane Rogers (Head Teacher) reasonably believes that an employee has breached this policy, from time to time the school will monitor or record communications that are sent or received from within the school/trust’s network.

This policy will be reviewed regularly and, in accordance with the following, on an as-and-when-required basis:

· legislative changes;

· good practice guidance;

· case law;

· significant incidents reported.

This policy does not form part of any employee’s contract of employment and may also, after consultation with the trade unions, be amended from time to time by Ellergreen Nursery School and Childcare Centre.

11. Legislation

Acceptable use of social networking must comply with UK law. In applying this policy, Ellergreen Nursery School and Childcare Centre will adhere to its rights, responsibilities and duties in accordance with the following:

· Regulation of Investigatory Powers Act 2000

· General Data Protection Regulations (GDPR) 2018

· The Human Rights Act 1998

· The Equality Act 2010

· The Defamation Act 2013

To be reviewed Sept 26
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