Ellergreen Nursery School

& Childcare Centre

Digital Technology Policies
Introduction

What is e-safety?

‘We use e-safety, and related terms such as ‘online’, ‘communication technologies’, and ‘digital technologies’ to refer to all fixed and mobile technologies that children may encounter, now and in the future, which might pose e-safety risks.’
E safety is one aspect of an ever widening safeguarding agenda. The development of effective policies and practices in this area should be embedded within the safeguarding agenda with the purpose of helping to protect children and staff from e-safety risks, and promoting safe and responsible use of technology wherever it occurs.
In order to fully meet the requirements of EYFS, schools and regulated childcare settings use a variety of technologies to support children’s learning and development as they negotiate the vast array of electronic and digital equipment that shape their environment. However, beyond their immediate learning, their environment is also shaped by use of controlled security systems – fob, finger pad, electronic or video camera security, computers – for use by both staff and children, laptops – used for storing images and  details of observations used in planning and assessments, pen drives, digital cameras and mobile phones. Some childcare settings also have a web cam in each room with access for parents to view their child online whilst they are being cared for, other settings have CCTV. Staff also manage a range of  sensitive data including child and family information, names, addresses and other personal information related to health and  welfare.
Given the wide range of benefits technologies can offer, it is vital to ensure that any potential risks related to new technologies have been identified and that steps have been taken to minimise such risks by ensuring that relevant safeguards are in place. Trying to keep with the pace and development of ‘emerging’ devices will be a constant challenge and the resulting influence these devices have within our social and professional communities. Can you  imagine leaving the house without your mobile phone? Can you get through the day without checking what’s happening on Twitter?
The Internet, whether accessed from a computer, mobile phone or other device, has become embedded within modern family life. It is used to buy and sell goods, online banking, finding information and socialising. It can also have a darker side with cybercrime, inappropriate material and illegal activity taking place online affecting both adults and children. E-Safety is concerned with the safeguarding of children and young people in the "digital" world and ensuring they feel safe when accessing new technology. It is also concerned with ensuring that the adults working to support and care for our children and young people are supported and able to follow established codes of conduct outlining clear professional boundaries. 
As our children start to access technology independently, and become increasingly more familiar with a range of technologies, it is essential that positive behaviours are introduced from the outset in a manner which is age and developmentally appropriate. 
We also need to consider related health and safety issues for children 
including the length of time spent at computer, positioning and ensuring that adult size equipment can be adapted and is suitable for use by children within the early years age group. We may find that children are eager and able to use complex gadgets and IT equipment and are keen to spend time engrossed in computer games.  Recent research exploring young children’s (aged from birth to six) use of popular culture, media and new technologies found that young children are immersed in practices relating to popular culture, media and new technologies from birth. They grow up in a digital world and develop a wide range of skills, knowledge and understanding of this world from birth (1).
Subsequently, the way we use the range of media technologies available to us as a society and the way in which we are adapting to our new digital environments have been explained in terms of a ‘generational divide’ with a clear division between the older and younger generation and willingness to embrace this change.  It may therefore be appropriate when beginning discussion with the staff team to consider the following issues:
· Do all staff in the setting understand the concept of e-safety?

· Are all staff aware of the range of technologies used within the setting?

For example

· video recorder (flip top camera)
· laptops

· iPads

· computers
· CCTV

· Security fobs 
· Digital photo frame

· Setting TV Channel

· Mobile phone

· Pen drives

· Interactive white boards/smart boards

· Devices which can connect to the internet inc I-pod devices

· Which devices are personally owned by staff and which belong to the setting?

· Can you highlight any safety issues and risks? 
· How might you address these issues in your setting?

· Do your staff understand how and when to respond to issues of concern?
· What about parents – what do they think?
You may find that there is a range of ideas and opinions within your setting, explore ideas and consult with a range of adults and others using your setting when developing policies.
Policies and practices - effective policies, procedures and practices can help protect both children and staff from e-safety risks and promote safe and responsible behaviours.
Education and training – ensure that all staff and parents using technologies understand how to use devices safely, are aware of any risks or hazards and feel confident to ask for help and assistance when needed.

Infrastructure and technology – safeguards such as firewalls, security settings and the use of appropriate hard ware and software are installed and regularly checked. Systems for storing data including digital images are reviewed regularly.
Establishing safe and responsible behaviours

“Children and young people need to be empowered to keep themselves safe – this isn't just about a top down approach.  Children will be children – pushing boundaries and taking risks.  At a public swimming pool we have gates, put up signs, have lifeguards and shallow ends, but we also teach children how to swim”


Dr Tanya Byron – Byron Review 2008(2)
Children are encountering a variety of technologies at ever younger ages, and so their e-safety education must start at an early age also. It is essential that positive behaviours are introduced from the outset, in ways appropriate to their levels of understanding. The starting point for this has to be ensuring that all staff including those who are not employed to work directly with the children, students and volunteers are modelling appropriate behaviours and following clear professional boundaries.
Relevant policies may include:
· Acceptable Use Policy (AUP) for all technologies

· An overview of the settings vision and approach to e-safety 
· Mobile phone policy (including parents, all staff, visitors, volunteers)
· Use of social media (networking) policy
· Outlining expectations and clear codes of conduct for social networking

· Acceptable Use Agreement for staff 
.  
· Data Protection Policy 
· security and data management
· Permission form for taking, display of and storage of digital images (inc video)
Health and Safety

It is also important to ensure that Health and Safety policies for both staff and children cover ICT use.

For example when children are using the computer.
· Ensure children are able to see the screen without straining their necks; ideally they should be looking straight ahead or slightly down at the screen, not up.

· Ensure children can put their feet flat on the ground, if not make sure they have a block or step available so they are able to position themselves comfortably.

· Make sure the table the computer is on has room for children to move the mouse and touch the keyboard.

· Ensure all leads are out of the way (tucked behind the computer) and that extension leads are not stretched across children’s play spaces.

· If sockets do not have a plug in make sure they are fitted with safety plugs.

· Model safe use and involve the children in discussion about electricity, wires, passwords and keeping safe.

· Provide rules for sharing so that children can collaborate e.g. have two chairs at the computer and provide an active role for the child in the ‘waiting chair’ by calling it the ‘helping chair’. Teach children how to turn-take using a sand timer for each child’s turn.(3)
Please note - *(All Liverpool City Council staff should refer related Council Policy)
Developing an Acceptable Use Policy (AUP)

All policies should be developed in consultation with staff, parents and other key stakeholders within your setting.  If able and where developmentally appropriate, you may also want to consult with the children and young people who attend the setting.
Your Acceptable Use Policy should provide an overview of the settings vision and approach to e-safety. This should include details of acceptable and unacceptable use of technologies and facilities, sanctions for misuse, procedures for responding to incidents of concern including when and which external agencies may need to become involved. There may need to be a number of versions of this document made available to both staff and parents and children where appropriate.
As with all policies, details should be clear and succinct. Realms of pages are usually unnecessary. Policies should be reviewed and updated regularly (minimum annually)
Please note - *All staff employed by Liverpool City Council they should read 

and adhere to the Acceptable Use Code of Practice for Liverpool City Council ICT Systems and Services (available on the intranet of from the centre Manager)

Ellergreen Nursery School

& Childcare Centre
Acceptable Use Policy (AUP)
The aim of this Acceptable Use Policy is to ensure that staff and children will benefit from the range of technologies offered by our Nursery School and Childcare Centre in a safe and effective manner. 
To ensure that staff are fully aware of their responsibilities with respect to the use of the range of technologies used by the setting, they are asked to sign this acceptable use agreement.
 *Please note - Liverpool City Council staff to also refer to Acceptable Use Code of Practice for Liverpool City Council ICT Systems and Services

Children’s use of digital equipment and ICT resources

· Children will be supported in using the setting computer independently, and where appropriate will be allowed to independently access learning resources that are age appropriate.
· The use of the Internet and mobile technologies will be for educational purposes only.
· Firewall and Filtering software is in place in order to minimise the risk of exposure to inappropriate material.

· Virus protection software is used and updated on a regular basis.
· Children will only search the Internet with an adult sitting by them, supervising their actions and responding promptly to any inappropriate material.

· In the case of accidental accessing of inappropriate materials adults will pull out the power cable from the back of the computer and will report the inappropriate accessing of material immediately to the Leadership Team and ensure that this is also shared with the child parent / carer when they collect their child. 
· Children’s use of the computer will be limited to an appropriate length times in order to minimize any health and safety risks.
· Children will be encourage and supported to participate and share in the taking of digital images (both still and video). Any images taken by children will be stored in line with procedures.
Staff use

· All staff will read, understand, agree to and sign this AUP agreement and the related AUP digital images agreement.

· Staff will not use any ICT system or digital device for private purposes without permission of the Leadership Team. Any use of the computer network or other technologies must be compatible with staff professional roles.
· Staff will not disclose passwords or login name to anyone, other than where appropriate and where instructed to by a member of the Leadership Team.
· Staff will only use approved email accounts and access approved websites.
· Uploading and downloading of non-approved software will not be permitted.
· Staff will not send or receive any material that is illegal, obscene, defamatory or that is intended to annoy or intimidate another person.

· Accessing chat rooms, discussion forums, messaging or other electronic forms of communication will only be used for educational purposes and need the permission of the SMT (Refer to separate social media policy)
· Our website will be regularly checked to ensure that there is no content that compromises the safety of the children or staff.
· Staff will be aware that any usage, including distributing or receiving information, work - related or personal, may be monitored for unusual activity, security and/or network management reasons. 
· Staff will share details of this policy with parents/carers when their child is admitted to the nursery school and obtain permission for photographs to be taken of their child and ascertain the range of uses and areas in which photographs may be displayed.
· Staff will respect confidentiality and will never disclose or publicise any child’s personal information, such as addresses or telephone numbers or pictures.
· Staff will not take any equipment or resources off the premises without permission of a member of the Leadership Team.  Where equipment or data is taken off site, staff will endeavour to take all reasonable precautions to ensure it remains safe.
· Staff will report any incidents of concern to the designated Safeguarding Lead.
· Staff will ensure that any electronic communication with parents and carers is compatible with their professional role and will not be  misinterpreted. 
· Staff will respect copyright and intellectual property rights.
Security and CCTV Equipment

· This Centre uses CCTV cameras for security purposes and to ensure the safety and welfare of all staff, visitors, children and their families when visiting the setting. 

· Cameras are installed in various locations throughout the setting.
· All images taken on the CCTV cameras comply with the Data Protection Act and guidance issued by Merseyside Police.  Authority. Images are stored on the Centres hard drive for a maximum period of 31 days and then are automatically recorded over. Access to the hard 
· drive is restricted and images are only transferred to CD if needed as evidence. 
· Staff will ensure that security systems are maintained and in operation at all times.  Where key fob access is required or passwords or security keys are given to staff, staff members will ensure that they are not shared with any other person unless specifically instructed otherwise by a member of the Leadership Team.

Sanctions

Misuse of the Internet or other technologies, or failure to follow the policy and procedures may result in disciplinary action at the discretion of the Headteacher. The Leadership Team also reserves the right to report any illegal activities to the appropriate authorities
Name of staff member:………………………………………………………………

Signature……………………………………………………………………………….

Date…………………………………………………………………………………….

Date of review…………………………………………………………………………

Ellergreen Nursery School

& Childcare Centre
Staff Acceptable Use Agreement - Digital Images 
To ensure that all staff (including volunteers and students on placement) are fully aware of their responsibilities with respect to the use of digital images, they are asked to read and sign this acceptable use agreement. 
Digital images refer to both still and moving digital photographs
· I understand that all photographs taken of children and their families associated with the Ellergreen Nursery School and Childcare Centre, both in the building and outside on visits, are the property of the Ellergreen Nursery School and Childcare Centre.
· All digital images will be taken with Ellergreen Nursery School and Childcare Centre cameras and iPads. I understand I may not use personal equipment including mobile phones and other hand held devices to take digital images without specific permission from a member of the Leadership Team.
· Photographs will be stored on Ellergreen Nursery School and Childcare Centre computers for one academic year. After this time they will be copied on to CD/DVD and stored safely for a period of up to five years if needed whilst being deleted from the computers.

· I understand digital images used by individuals for professional development purposes may be used and stored on laptops, computers and pen drives on and off the premises for a period of one year. After this time I agree to be responsible for deleting them. The photographs need to free of any information that would enable identification and tracking of children e.g. adding children’s names to photographs and may only be taken off premises if express permission has been gained from parents.

· I understand and agree that the centre may monitor my technology use to ensure the safe use of digital images of children and their families associated with Ellergreen Nursery School and Childcare Centre
· I agree to abide to the permissions parents give in the use of photographs and video of their individual children and families

· I understand and agree that any photographs of children to be used in  Ellergreen Nursery School and Childcare Centre training and promotional materials and displayed on websites or in public areas will not include the actual names of the children. Any images used will only be published with parental permission.
· I agree to only take responsible digital images of children e.g. children will be dressed appropriately 
· The website and public display areas will endeavour to use digital photographs or video clips focusing on group activities. Staff will avoid publishing the last name of individuals in a photograph that is displayed either within the setting or in a public area.

Name of staff member:………………………………………………………………
Signature:…………………………………………………………………………….
Date…………………………………………………………………………………….

Date of review…………………………………………………………………………

Ellergreen Nursery School

& Childcare Centre
Mobile Phone Policy (This includes all Personal Digital Assistants (PDA’s) e.g. iPhones and any other mobile device)
Staff

To ensure the safety and welfare of our staff and the children in our care we operate a Personal Mobile Phone Use Policy which stipulates that personal mobile phones cannot be used when in the presence of children or on outings.
This policy applies to all staff including those who are not employed to work directly with the children.
To ensure this we request that:

· All mobile phones will be kept in a secure place throughout all contact time with children and whilst using the public areas of the building.  
· Where staff lockers are available, staff may retrieve their phones at the end of the shift or alternatively, where staff lockers are not available, mobile phones will be stored in a locked cupboard in each of the classrooms.

· Mobile phone calls may only be taken at staff breaks or in staff members own time once the shift has finished. Calls may be taken only within the designated areas i.e. the staff room and offices.
· In situations were members of staff have personal emergencies they will be supported by their line manager in using the settings phone. They will ensure they’re able to do this in an environment that supports their privacy.
· All staff will need to ensure that managers have up to date contact information and that their own families are aware of emergency work telephone numbers.  This is the responsibility of all individual staff members 
· All staff agree to and sign the mobile phone policy.  If this policy is not adhered to, disciplinary procedures will be followed (please refer to disciplinary procedure)
· Staff who have concerns about inappropriate use of a mobile phone or other handheld mobile communication device should raise their concerns with the designated safeguarding officer.

Educational Visits
· Where children are taken on outings, trips and excursions and staff require the use of a mobile phone (in case of the need for emergency use or to maintain contact with the setting), the Headteacher will link with the designated member of staff to grant permission to use their phone for this purpose.
Name of staff member:……………………………………………………………….

Signature:………………………………………………………………………………

Date ………………….

Date of review …………….
Ellergreen Nursery School

& Childcare Centre
 Mobile Phone Policy (This includes all Personal Digital Assistants (PDA’s) eg. iPhones and any other mobile device)
Visitors: 
Including Governors, colleagues from within the Local Authority, Health Professionals and other partner agencies undertaking observation or assessments on both children or staff/students
To ensure the safety and welfare of the children in our care we operate a Personal Mobile Phone Use Policy which stipulates that personal or work mobile phones cannot be used when in the presence of children or on our premises with the exception of designated areas.
To ensure this we request that all visitors ensure that:

· All mobile phones remain switched off and stored away (eg bag, pocket) whilst visiting our setting.  This includes throughout all contact time with children.  

· Visitors unable to store their mobile phone safely upon their person may request to that phones are stored in a safe location as determined by the Leadership Team and returned at the end of the visit. 

· Visitors who are required to make a call in relation to their work or who have a personal emergency are free to use the settings phone or to make a personal call from the mobile phone in the designated staff area of the setting i.e the staff room or offices.

· All visitors should ensure that their workplace has up to date contact information of each visit and that their own families are aware of emergency work telephone numbers.  This is the responsibility of all individual visitors.

· Visitors who do not adhere to this policy or who refuse to switch off their mobile phone when in the proximity of children will be asked to leave the premises.
Name of Visitor:………………………………………………………………………

Signatute:…………………………………………………………………………….        

Date ………………….

Date of review …………….

Ellergreen Nursery School

& Childcare Centre
Mobile Phone Policy (This includes all Personal Digital Assistants (PDA’s) e.g. iPhones and any other mobile device
Parents/carers
To ensure the safety and welfare of the children in our care we operate a Personal Mobile Phone Use Policy which stipulates that personal mobile phones cannot be used when in the presence of children.

To ensure this we politely request that:

· All mobile phones are not used when collecting your child.
· Mobile phones are switched off and stored securely out of sight when attending activities, events etc involving the children.  

· Visitors who do not adhere to this policy or who refuse to not use their mobile phone when in the proximity of children will be asked to leave the premises and make an appointment to meet with the Headteacher to discuss the reasons that the policy is in place

Child’s Name (block capitals)

............................................................................................................................

Parent’s Name (block capitals)

............................................................................................................................

Parent/carer signature/s

............................................................................................................................

............................................................................................................................

Date......................................................................................................

Date of review....................................................................................

Ellergreen Nursery School

& Childcare Centre
Social Media Policy
Code of Conduct for all staff (including also those not employed to work directly with the children, students on placement, volunteers and governors)
What is Social Networking? 
‘Social media’ refers to the latest generation of interactive online services such as blogs, discussion forums, podcasts and instant messaging. Social media includes: 

· social networking sites e.g Facebook, Piczo, Hi5 and MySpace 

· micro-blogging services e.g. Twitter 

· video-sharing services e.g. YouTube 

· photo-sharing services e.g. Flicker 

· online games and virtual reality
Social networking is a dynamic, constantly-evolving form of communication that allows people to take part in online communities, generate content and share information with others. Users can now access interactive services across a multitude of services and devices, such as mobile phones, personal digital assistants (PDAs), game consoles and personal computers.
It is therefore vital that anyone using the networking site (adults and young people) are aware of the need to protect their own privacy online. They should understand the risks in posting and sharing content which may subsequently damage their reputation before they link their web page/profile and give consideration to ensure that appropriate privacy settings are in place. 

Once information and images are posted online, the individual has little or no effective control of them. By the nature of social networking this content may be accessible well beyond the perceived boundaries of the organisation’s site. It may also be very difficult to ensure that users’ posted content and communication is restricted to the intended organisational focus.
Ellergreen Nursery School

& Childcare Centre
Media Policy – Social Networking
The aim of this policy is to establish clear staff guidelines and define professional boundaries in relation to appropriate use of social networking sites. This policy applies to all staff working within Ellergreen Nursery School and Childcare Centre including those not employed to work directly with the children. This is to protect individual privacy and to act as a safeguarding measure for staff, volunteers, governors, parents and children.
· Staff should be aware that comments and photographs placed on social networking sites are in the public domain and as such may affect the reputation both of the individual and also the reputation of their employer.

· Staff should not engage in any postings which may be viewed as offensive, racist, of a sexual nature or involve any illegal activity. Any such behaviour will be subject to investigation and may be viewed as misconduct and result in disciplinary action being taken.
· Staff choosing to engage in social networking communication with colleagues from the workplace should not discuss workplace related issues or engage in postings which could be viewed as bullying, persuasive or construed as harassment.

· Staff are not permitted to become ‘friends’ with, or to add, accept or otherwise encourage or engage comments from parents using services at the Ellergreen Nursery School and Childcare Centre.
· Staff engaging in social networking should ensure that they understand privacy settings and ensure that settings designed to maintain and protect confidentiality are set as appropriate in order to ensure information on personal accounts is not viewed without consent.

· Any electronic communication between employees at the setting and parents using our services must be compatible with professional roles and not be open to misinterpretation. 

· Staff who have close friendships or family relationships with families using the setting must be absolutely clear of their professional duties and responsibilities and ensure that boundaries between professional and personal practice are not compromised in any way.

· Staff must maintain confidentiality at all times and must not disclose any personal information or engage in any external communication about families, children and other services users.
· Staff using social networking sites for the purpose of professional development or in relation to their professional role should be clear about professional responsibility and must not engage in any communication which be may be construed as unprofessional, or which is likely to cause offence or embarrassment.

· Staff must not under any circumstances post or download any materials, images or information in relation to children and families using Ellergreen Nursery School and Childcare Centre.

Name of staff member/ governor/ student/ volunteer:

………………………………………………………………

Signature:………………………………………………………………………………
Date…………………………………………………………………………………….

Date of review…………………………………………………………………………

Ellergreen Nursery School
& Childcare Centre
Photograph/Video Permission Form

I am the parent / legal guardian of the child named below and I give permission for my child to be photographed or videoed whilst attending Ellergreen Nursery School and Childcare Centre for the following purposes (please tick all that apply);

Within the setting and whilst on outings for use within:
· Photo Albums (including digital photo frames used within the setting)
· Displays including those in public areas
· Staff coursework (this may include work submitted to external agencies)
· Printed media (including marketing materials to be used by this setting only but which may be distributed in the local community)
· School and Childcare website
Ellergreen Nursery School and Childcare Centre has an Acceptable Use Policy for the use of all technologies and in relation to the taking and storing or digital images.
Child’s Name (block capitals)
............................................................................................................................

Parent/carer Name (block capitals)
............................................................................................................................

Parent/carer signature/s
............................................................................................................................
............................................................................................................................
Date......................................................................................................
Date of review....................................................................................
Ellergreen Nursery School
& Childcare Centre
Working in Partnership
Early Years settings present a good opportunity to introduce the concept of e-safety to parents and carers – if they can gain an awareness and understanding of the issues while their children are very young, they will be better placed to support and learn with them as they encounter more technology and hence, more risk (5).
Suggestions of encouraging parental involvement include

· Use of digital, still and video pictures on TV, computer in the classroom or entrance

· Digital pictures in records

· Asking parents to trail new software

· Make CD’s of children singing

· Develop a website
· Tapestry.
Ellergreen Nursery School and Childcare Centre present a great opportunity to introduce the concept of e-safety to parents and carers as the focus on home access and parental engagement develops. 
Date to be reviewed 09/2023
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